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USACM	  STATEMENT	  ON	  THE	  IMPORTANCE	  OF	  PRESERVING	  PERSONAL	  PRIVACY 

USACM	  believes	  that	  the	  benefits	  of	  emerging	  technologies,	  such	  as	  Big	  Data	  and	  the	  Internet	  of	  Things,	  
should	  and	  need	  not	  come	  at	  the	  expense	  of	  personal	  privacy.	  It	  is	  hoped	  and	  intended	  that	  the	  principles	  
and	  practices	  set	  out	  in	  this	  Statement	  will	  provide	  a	  basis	  for	  building	  data	  privacy	  into	  modern	  techno-‐
logical	  systems.	  USACM	  encourages	  the	  development	  of	  innovative	  solutions	  to	  achieve	  these	  goals.	  
	  

Foundational	  Privacy	  Principles	  and	  Practices	  
	  

Fairness	  
	  

•   An	  automated	  system	  should	  not	  produce	  an	  adverse	  decision	  about	  an	  individual	  without	  the	  
individual’s	  full	  knowledge	  of	  the	  factors	  that	  produced	  that	  outcome.	  

	  
Transparency	  
	  

•   Provide	  individuals	  with	  clear	  information	  about	  how	  and	  by	  whom	  their	  personal	  data	  is	  being	  
collected,	  how	  it	  will	  be	  used,	  how	  long	  it	  will	  be	  retained,	  to	  whom	  it	  may	  be	  disclosed	  and	  why,	  
how	  individuals	  may	  access	  and	  modify	  their	  own	  data,	  and	  the	  process	  for	  reporting	  complaints	  or	  
updates.	  

•   Where	  feasible,	  provide	  these	  details	  prior	  to	  data	  collection	  and	  creation.	  
•   Ensure	  that	  communications	  with	  individuals	  (i.e.,	  data	  subjects)	  are	  comprehensible,	  readable,	  and	  

straightforward.	  
	  

Collection	  Limitation	  and	  Minimization	  
	  

•   Collect	  and	  retain	  personal	  data	  only	  when	  strictly	  necessary	  to	  provide	  the	  service	  or	  product	  to	  
which	  the	  data	  relates,	  or	  to	  achieve	  a	  legitimate	  societal	  objective.	  

•   Minimize	  the	  identifiability	  of	  personal	  data	  by	  avoiding	  the	  collection	  of	  individual-‐level	  data	  when	  
feasible,	  and	  taking	  into	  account	  the	  risk	  of	  correlation	  across	  data	  sets	  to	  re-‐identify	  individuals.	  

	  
Individual	  Control	  	  
	  

•   In	  all	  circumstances,	  consent	  to	  acquisition	  and	  use	  of	  an	  individual’s	  data	  should	  be	  meaningful	  
and	  fully	  informed.	  

•   Provide	  individuals	  with	  the	  ability	  to	  limit	  the	  collection,	  creation,	  retention,	  sharing	  and	  transfer	  
of	  their	  personal	  data.	  

•   Ensure	  that	  individuals	  are	  able	  to	  prevent	  personal	  data	  obtained	  for	  one	  purpose	  from	  being	  used	  
or	  made	  available	  for	  other	  purposes	  without	  that	  person's	  informed	  consent.	  

•   Provide	  individuals	  with	  the	  ability	  to	  access	  and	  correct	  their	  personal	  data.	  
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Data	  Integrity	  and	  Quality	  
	  	  

•   Ensure	  that	  personal	  data,	  including	  back-‐up	  and	  copies	  forwarded	  to	  third	  parties,	  is	  sufficiently	  
accurate,	  current,	  and	  complete	  for	  the	  purpose	  for	  which	  it	  is	  to	  be	  used.	  

•   Conduct	  appropriate	  data	  quality	  assessments.	  
	  

Data	  Security	  
	  	  

•   Protect	  personal	  data	  against	  loss,	  misuse,	  unauthorized	  disclosure,	  and	  improper	  alteration.	  
•   Audit	  access,	  use,	  and	  maintenance	  of	  personal	  data.	  

	  
Data	  Retention	  and	  Disposal	  
	  	  

•   Establish	  clear	  policies	  with	  fixed	  publically	  stated	  retention	  periods	  and	  seek	  individuals’	  
affirmative	  consent	  to	  retain	  their	  data	  for	  longer	  periods.	  

•   Store	  personal	  data	  only	  for	  as	  long	  as	  needed	  to	  serve	  the	  stated	  purpose	  for	  its	  initial	  collection.	  
•   Where	  feasible,	  de-‐identify	  personal	  information	  until	  properly	  destroyed.	  
•   Implement	  mechanisms	  to	  promptly	  destroy	  unneeded	  or	  expired	  personal	  data,	  including	  back-‐up	  

data	  and	  information	  shared	  with	  third	  parties.	  
	  
Privacy	  Enhancement	  
	  

•   Promote	  and	  implement	  techniques	  that	  minimize	  or	  eliminate	  the	  collection	  of	  personal	  data.	  
•   Promote	  and	  implement	  techniques	  that	  ensure	  compliance	  with	  the	  best	  privacy	  practices	  as	  they	  

evolve.	  
	  
Management	  and	  Accountability	  
	  

•   Ensure	  compliance	  with	  privacy	  practices	  through	  appropriate	  mechanisms,	  including	  independent	  
audits.	  

•   Establish	  and	  routinely	  test	  the	  capability	  to	  address	  a	  privacy	  breach	  or	  other	  incident.	  
•   Implement	  privacy	  and	  security	  training	  and	  awareness	  programs.	  

	  
Risk	  Management	  
	  

•   Routinely	  assess	  privacy	  risks	  to	  individuals	  across	  the	  data	  life	  cycle	  using	  appropriate	  risk	  models.	  
	  


